Application Note:

FTP Server Setup on computers running Windows-XP
For use with 2500P-ACP1

The CTI 2500P-ACP1 is capable of transferring data files to a remote FTP Server.

This document provides information for those who do not currently have a FTP Server installed and
operating. Setting up an FTP Server at a plant can raise network security concerns, so we highly
recommend working with your IT staff and following any rules in place for adding functionality to an
existing network.

Here are some options for setting up your own FTP Server. This list is no means conclusive, as there

are lots of available options.

1) FileZilla FTP Server (free PC based server program - see instructions in section below)

2) Microsoft IIS (included with most versions of Windows) includes an FTP Server (also PC based).
This works well once set up properly, but it can be difficult to set up and configure users and
security. (You have been warned!)

3) Most Linux distributions include FTP server support.

4) Purchase a NAS (Network Attached Storage) device that has embedded FTP Server support. These
are usually configurable from a built in web server page (examples include: Western Digital
MyCloud EX2 series, Seagate NAS, or Addonics NAS Adapter)

The remainder of this document provides details for installation and setup of FileZilla FTP Server on
computer running Windows-XP. Filezilla is an open source software solution distributed free of
charge. The program is easily customized for user connections, accessibility, and security features.

Control Technology Inc.
5734 Middlebrook Pike, Knoxville, TN 37921-5962
Phone: +1.865.584.0440 Fax: +1.865.584.5720
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Filezilla FTP Server Installation Instructions:

1) Download the appropriate version from the CTI website:
www.controltechnology.com/downloads (login is required)

Download Procedure:

Open File - Security Warning N'

The publisher could not be verified. Are you sure you want to
run this software?

Name: FileZlla_Server-0_9_42.exe
Publsher:  Unknown Publisher

Type: Applcaton

From: N:\Fred\2500P-ACP1\Doc

[ An [ Conce |

[¥] Hways ask befors opaning ths fle

This file does not have a vald dgtal signature that venfies ts
publisher. You should only run software from publishers you trust
How can | decide what software to nn?

[Z FileZilla Server beta 0.9.42 Setup

License Agreement
Please review the license terms before installing FileZilla Server beta 0.9.42, 7

Press Page Down to see the rest of the agreement.

| GNU GENERAL PUBLIC LICENSE ~
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.
Preamble
_The_licenses for most software are designed to take away your v

If you accept the terms of the agreement, dlick I Agree to continue. You must accept the
agreement to install FileZilla Server beta 0.9.42.

[ 1 Agree ] [ Cancel
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2) Installation Procedure:

Standard installation is sufficient for most applications.

[Z FileZilla Server beta 0.9.42 Setup

License Agreement
Please review the license terms before installing FileZilla Server beta 0,9.42. V4

Press Page Down to see the rest of the agreement.

| GNU GENERAL PUBLIC LICENSE ~
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.
Preamble
'Theblicenses for most ;oftware are designed to take away your

If you accept the terms of the agreement, dlick I Agree to continue. You must accept the

agreement to install FileZilla Server beta 0.9.42. /

[ 1 Agree ] I Cancel ]

7

FileZilla Server beta 0.9.57 Setup

Choose Install Location
Choose the folder in which to install FileZilla Server beta 0.9.57.

Setup will install FileZila Server beta 0.9.57 in the following folder. To install in a different
folder, dick Browse and select another folder. Click Next to continue.

Destination Folder /

Space required: 5.7MB
Space available: 342.0GB

e )] (o)

Z FileZilla Server beta 0.9.42 Setup =

Choose Install Location
Choose the folder in which to install FileZila Server beta 0.9.42.

Setup will install FileZilla Server beta 0.9.42 in the following folder. To install in a different
folder, dlick Browse and select another folder. Click Next to continue.

Destination Folder

:\Program Files FileZilla Server | Browse...

Space required: 3.6MB
Space available: 176.2GB

< Back ][ Next > ][ Cancel
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[Z FileZilla Server beta 0.9.42 Setup

Startup settings
—
Select startup behaviour for FileZilla Server 2
Please choose how FileZilla Server should be started: /
|install as service, started with Windows (default) v l

Please choose the port, the admin interface of FileZilla Server should listen on (1-65535):
| 14147 |

Start Server after setup completes

[ < Back " Next ] [ Cancel ]

FileZilla Server beta 0.9.42 Setup

Startup settings
Select startup behaviour for FileZilla Server

Please choose how the server interface should be started:

Start if user logs on, apply to all users (default) v ‘

Start Interface after setup completes \

< Back H Install ] [ Cancel

This shows the FTP Server installed correctly:

FileZilla Server beta 0.9.42 Setup

Installation Complete
Setup was completed successfully.

Completed
[IIIlIlIlIIlIlIlIIIIllIIIl'lIlIilIl!lllllllllil.llllllllq

Create folder: C:\Documents and Settings\All Users\Start Menu\Programs FileZila Se... A
Create shortcut: C:\Documents and Settings\All Users\Start Menu\Programs FileZilla ...
Create shortcut: C:\Documents and Settings\All Users\Start Menu\Programs FileZilla ...
Create shortcut: C:\Documents and Settings\All Users\Start Menu\Programs FileZilla ...
Create shortcut: C:\Documents and Settings\All Users\Start Menu\Programs FileZilla ...
Create shortcut: C:\Documents and Settings\All Users\Desktop\FileZilla Server Interf...
Execute: "C:\Program Files\FileZilla Server\FileZilla Server.exe” fadminport 14147

Execute: "C:\Program Files\FileZilla Server\FileZilla Server Interface.exe” fadminport 1
Installing Service...

Execute: "C:\Program Files\FileZilla Server\FileZilla Server.exe” finstall auto

Put FileZilla Server Interface into registry...

Completed "
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3) Configure FTP Server.

a) Start FTP Server Interface. The ‘Server Address’ shown (127.0.1.1) works when the FTP Server
and FTP Server Interface reside on the same computer.

Connect to Server @

Server Address: Port:

’ ’ ‘14147 |

Administration password:

| |

[] Always connect to this server

[ OK ] [ Cancel ]

FTP Server interface log shown below shows normal FTP Server status:

FZ FileZilla Server (127.0.0.1) =19

File Server Edit ?

78 %8G T e @

\[FieZila Server version 0.9.42 beta

Copyright 2001-2013 by Tim Kosse ¢tim kosse@filezilla-project .org)
https:/Ailezilla-project .org/

[Connecting to server...

Connected, waiting for authentication

fllLogged on

D s Account P Transfer Progress = Speed

Ready 0 bytes received 0Bfs 0 bytes sent 0Bfs X
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b) Configure FTP Server ‘Settings’:

7Z FileZilla Server (127.0.0.1)

Connecting to sefver
Connected, watting for authentication
Logged on

Enter FTP Server ‘Listening Port” number. Port 21 is default.

FileZilla Server Options g}
- Gar s

Welcome message:

IP bindings Connection settings

1P Fiter List of ports between 1

Listen on these por' and 65535.
Passive mode settings
Securtty settings Max. number of users: 0 (0 for unlimited users)
Miscelaneous
Admin Intedace setting: Performance settings
Loggng This value should be a multiple of the
Speed Limts Number of Threads: | 2 number of processors installed on your
Filetransfer compressior system, Increase this value if your server
SSL/TLS settings is under heavy load.
Autoban
< > Timeout settings
Connections timeout: | 120 in seconds (1-9999, 0 for no timeout).
in seconds (600-9999, 0 for no timeout).
m No Transfer timeout: | 120 This value spedifies the time a user has to
initiate a file transfer.

in seconds (1-9999, 0 for no timeout)

Login timeout: 60 ﬂ-sv&aespeaﬁesﬂ\emnmhd\;

new user has to login.

¢) Configure User Accounts:

FZ FileZilla Server (127.0.0.1)

et e -

Connected. watting for authentication
Logged on

Retrieving settings, please wat...
Done retrieving settings
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Add User Account for login to FTP Server
Select [General] tab. Add User as follows:

Users rzl
9' Account settings Users

Speed Limts

1P Fiter Group membership:
Maximum connection count:
Connection limit per IP: m :
Description
You can enter some comments about the user

Cancel

Default user account name is “Anonymous”.
Password for “Anonymous” user is any text string in email address format (i.e. you@me.com).
No “Group” is required for “Anonymous” user.

Use custom user account name/password for additional security.
Custom user account names/password must be entered in ‘Module Configuration’ page in the

ACP1 web server.

Add user account @

Please enter the name of the user account that should
be added:

Anonymous ‘

User should be member of the following group:

frore> |3

| ok | [ cance |
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d) Configure the directories/folders that can be accessed by FTP Client:

Select [Shared folders] tab.
Press [Add] to configure directories accessible by ACP1 FTP Client.

Users [z|
Page: Shared folders Users
Files
General Drectories Aiases
Speed Limits \
IP Fiter
Directories

o el ;
A directory alias will also appear at the specified location. Aliases must contain the full local

path. Separate muttiple akases for one directory with the pipe character (1)
¥ using aliases. please avoid cyclic directory structures, & will only confuse FTP clents.

L ]

Cancel

Browse for folder that will serve as “root directory” for files sent by ACP1 FTP Client.
The example below shows the directory C:\FTP that was previous created.
You must select an existing folder to complete FTP Server setup.

Browse for Folder @

Please select a folder that should be added to the folders list
of the selected user account.

C:\FTP

Ecn

{3 CTI Products

{3 CtiDev

({3 Documents and Settings =
{) DriveKey =

H-{) EXACT

EH-) FFW
o

& hp

) Inetpub

) Installs

[

| €

[, OK ][ Cancel ]
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The selected directory is shown in the “Shared folders” window.
Select [Set as home dir] to mark as FTP Server “root” directory.

Users El
Page: Shared folders Users
Files
General N 5
Directories Aiases Anonymous
el [ o
Speed Limits [Cwite
1P Filter [] Delete
Directories
[C]Create
[[] Delete
List
‘ 3| Bsesm

[ Add J[Rmmve][ﬂa\m][&etashomdﬂl [Rename ][ Copy ]

A directory alias will also appear at the specffied ion. Aliases must contain the full local
path. Separate multiple akases for one direct: the pipe character (1)

¥ using akases, please avoid cyclic directory structures, & will only confuse FTP chents.

Lo ]

e) Configure file access that FTP Server will allow:
Select [Write Files] option to allow ACP1 FTP Client to send data files to FTP Server.
This is required for use with the ACP1 co-processor.
[Delete Files] option allows the FTP Client to overwrite existing files (with same file name).
This option i recommended when used with the ACP1 since files can be overwritten if network
connection is lost while a file transfer is in progress.
[Create Directories] option should be checked if ACP1 FTP Client needs to create and send files to
one or more sub-directories (under Home directory).

Shared folders . Users
tos
Hases
Shared folders .TZG\:}? [FJRead
Speed Limits [ wrte
1P Fiter [[) Delete
[JAepend
Drectodes
See Notes for [Create
other selection [ Delete
options @ust
< 3| @-samn
[ Add ][R«nove][Rerwm][Se(ashomea] [Renane “ Copy I

A drectory skas will also appear at the specied location. Alases must contain the full local
path, Separate muttiple aliases for one drectory with the pipe character (1)

¥ using aliases. please avoid cycic drectory structures, & wil only confuse FTP clents

This completes the FTP Server setup.
You must now configure the firewall for FTP operation.
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4) Create Firewall Exception for accessing FTP Server .
This example uses the ‘Windows Firewall’.

a) Display “Windows Firewall’ and select [Exceptions] tab:

%= Windows Firewall @

General | Exceptions | Advanced |

Windows 1 ev. "l is helping to protect your PC

Windows Firewall helps protect computer by preventing unauthorized users
from gaining access to your compURgthrough the Intemet or a network.

@ () On (recommended)

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

["] DonY allow exceptions
Select this when you connect to public networks in less secure
locations, such as aimports. You will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ignored.
@ O Off (not recommended)

Avoid using this setting. Tuming off Windows Firewall may make this
computer more vulnerable to viruses and intruders.

Windows Firewall is using your domain settings.
Wh: uld | know Wi Firewall?

b) Select [Add Port...]

General | Exceptions | Advanced |

Windows Firewall is blocking incoming network connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk.

Programs and Services:
Name oS
[ Microsoft Office Excel
Microsoft Office OneNote
[ Microsoft Office Outlook
Network Diagnostics for Windows XP
[MINTVDM.EXE
M PVI Manager
Remote Assistance
[ Remote Desktop
Sentinel Keys Server
[ Sentinel Protection Server
21 SIMATIC Win('( flavihla ) linatinn

[AddProgam.. | [ AddPot.. J[  Edt.. ][ Deete ]

Display a notffication when Windows Firewall blocks a program

What are the risks of allowing exceptions?

ok J[ come ]
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¢) Type in Exception Name and FTP Server listing port as noted above in Section 3b.
Default TCP port number is 21.

Use these settings to open a port through Windows Firewall. To find the port
number and protocol, consult the documentation for the program or service you

want to use.

Name: | FieZila FTP Server | |

Port number; l

®TCP QO UDP

What are the risks of opening a port?

*

d) Select [Change scope...] button.

Use these settings to open a port through Windows Firewall. To find the port
number and protocol, consult the documentation for the program or service you

want to use.

Name: |FileZila FTP Server |

Port number: |21 |

®TCP O UDP

What are the risks génin; aport?

'
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e) Select [Change scope...] button.

This option provides protection from unauthorized acc
Firewall “Exception” that was just created.

ess to the computer through the

The most secure selection is “Custom list” where the IP Address of each FTP Client is entered
so that only those devices can access the FTP Server directories.

The [My network (subnet) only] selection provides a more flexible secure option when all

FTP Clients/Servers reside on the same LAN.

The default selection [Any internet computer] should be used only when remote access to

the FTP Server is required.

Change Scope

To specify the set of computers for which this port or program is unblocked, click an
option below.

To specify a custom list, type a list of IP addresses, subnets, or both, separated by
commas.

(® Any computer (including those on the Intemet)
O My network (subnet) only

O Custom list:

Example: 192.168.114.201,192.168.114.201/255.25 .0

X

[ ok ][ Cancel

]

f) The new entry should appear in list of Exceptions:

%= Windows Firewall

General | Exceptions | Advanced

Windows Firewall is blocking incoming network connections. except forthe
programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk.

Programs and Services:
Name N
CodeMeter Runtime Server
Connection

DesktopConnector

[ 1Eils Q Shanng

VI GooORE"TS 0a

HP Virtual Rooms ~ 8.0 Update 4

McAfee Framework Service

Message Queuing

Microsoft Office Excel

9 Mirrnenft Nfira NnaNata

3

[ AddProgram.. | [ AddPot. |[ Edt.. | [ JDelete

[¥] Display a notification when Windows Firewall blocks a

What are the risks of allowing exceptions?

[ ok ][ cancel

J

The FileZilla FTP Server is now ready to use.
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