Application Note

CTI Processors & Access to Important Runtime Heath
Parameters

All CTI processors include built-in Ethernet ports and offer access to extensive diagnostic information on the processor
health and operation. There are two separate parts to the diagnostic information. One is through the pages available from
the processor Web Server, and the other is through the STATUS WORD memory area which can be viewed using
Workshop.

WEB SERVER access
You can access pertinent information through the integrated WEB page interface. To access these pages, you simply type
in the IP address of the CPU from any web browser which is located on your PLC network. From this page you will have a

shapshot of different parameters related to the well-being of your system. Below is a picture of the CPU Webserver Main
Menu page.

From this page you can retrieve
Information related to:
- Product information

. . 2500 Series™ PLC

- PLC Scan Statistics Main Menu

. . Event Log Welcome to the 2500 Series™ PLC Web Server.

- TC P Ethernet StatIStICS Product Information This facility allows you to view the event log and module information. In addition, it provides a direct link to the CTI product support website.

_ I/O Statlstlcs Network Gonfouration Event Log
PLC Sean Statistics This page provides access to the PLC's event log

- Event Log Tealo Statstes Product Information
Ethemet Stafisties This page contains information about the Series 2500 processor including the serial number, |P address, firmware version. and switch settings. You should
10 Statistics be prepared to supply this information when contacting CTI customer support.
Disolay Al Stafistes Network Configuration
Product Support This page allows viewing or setting the module |P address and other network parameters. DIP switch 11 must be closed to set the parameters.

PLC Scan Statistics
This page allows collection of scan information detailing CPU usage by various scan components.

TCPIP Statistics
This page reports the local TCPIP communications statistics.

Ethernet Statistics
This page reports the Ethernet communications statistics

liO Statistics
This page reports local and remote base /O statistics.

Display_All Statistics
This option streams the reports from each of the other Statistical Reports into a single report.

Product Support

The Product Support Pages provide access to the CT| Web site for downloading firmware to your PC, accessing manuals and other product documentation
and contacting CT! Support Services.

Contral Technology Inc. - Products for Industrial Automation - 800-537-8398



Product information offers access to information

like:

- CPU model

- CPUSIN

- F/W revision

- Ethernet port configuration
- Serial Port configuration

- Dip Switch settings

Other web pages offer access to
global communication parameters

including Ethernet communication parameters,
I/O status, and an Event Log (where the last

1000 events are logged and stored).

Teplp Statistics

[ Clear |

Clear will reset o

Current Time:
Last Counter Clear:

Mon Nov 23, 20820
Mon Nov 23, 2020

14:20:22.778
14:01:43.127

IP address
Subnet mask
Default rm.n:er IP address
Keep-Alive value
Max TCP Server Connections Allqud -
Port 445@/1585 TCP Server Connections
Port 4452 TCP Server Connections
Total sctive TCP Server Connections
Port 4450/1585 TCP Active Server Connections
Port 445@/1585 TCP Server Packets Received .....
Port 445@/1585 TCP Server Packets Transmitted
Port 445@/1505 TCP Server Connections Accepted
Port 4450/1505 TCP Server Connections Rejected
Port 4452 TCP Active Server Connections
Port 4452 TCP Server Packets Received .
Port 4452 TCP Server Packets Transmitted
Port 4452 TCP Server Connections Accepted
Port 4452 TCP Server Connections Rejected

192.168.2.93
255.255.255.8
0.0.2.9
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RBC Status

Remote Bases Standby RBC Error Counts

Base # Enabled configured online Receive Errors
Retries Excluded - Retries Included
2 ¥ N N 0
H ¥ N N 0
Totals 0

Product Information

This page allows you to view product information including the product serial number, current |P address, current firmware version, and switch settings.

Product Number . 2508-C400
Product Name . CTI 2500 PLC
Serial Number . . 089248791
Manufacturing Date . 03/14/2011
Ethernet HAC Address . 08:20:25:0F 10
P Address .. . 192.168.2.98
Subnet Mask . 255.255.255.0
Gateway. . . 0.0.9.0
Harduare Configuration ox9
Application Firmiare Version 99.16
Application Firmuare Date ©/18/18

I/0 CPLD Version Number
Serial Port Baud Rate
Dipswitch Settings
serisl port saud Rate-si2
Serizl Port Baud Rate-Sk3.
Serial Port Baud Rate-Sid.
Serisl Port RS232/RS422 Open=RS232
TCP Programming Port Open=4452
Disable Standby Base Polling
Dissble Unconfigured Bases
Reserved Louiviesiaiiinns
10 Remote I/0 Interface
11 Set TP Address vis local port/ueb page
12 Firmuare Update Closed=Enable......
User Jumper Settings .. ox3f
APT Memory (C488):
serial Port Use:
EnetPort I/F Hode: Open=Fixed(DI) Close
Reset to default 1P Address at boot Close
Reserved
Reserved
Product Clock .

@R

0

Open=1856K Closed=

Tmono e

Hon Nov 23,

Ethernet Statistics

0:96
/24

Closed Rs422.
Closed=: 1505/4459.

043K .

2020

14

Open=programning Closed=Printer Port.

[ Clear |

Clear will reset collected values to zera

Current Time: Hon Nov 23, 2020  14:20:22.864
Last Counter Clear: Tue Oct 23, 2018  10:08:58.127
Link STATUS +evvunerrnrernnesinnannnrannnnas Active
Interface Speed 180 1Mb
Duplex Mode ... Full

MII Control Register: Startup = @ Current = 1098

Ethernet MAC Address ...........

.......... ©8:20:25:0F:98:96

Total Packets Received .. 362237
CTI RAN B73A Packets Received o
CTI RAW B73A Packets Transmitted ]
Unicast Packets Received 113225
Broadcast Packets Received . 249009
Packets Sent to Stack 96142
Total Packets Transmitted .. 113450
Broadcast Packets Transmitted a
Ethernet Discarded Packets Statistic
No Buffer Descriptor .. o
Due to Error .... . ]
Unsupported Port Number .. 75
Unsupported ARP ....... . 221491
Unsupported IP Eroadcast . 27281
Unsupported Unknown Broadcast . 5
Unsupported Multicast .... ]
Unsupported UDP Packets .. 17038
Total Discarded Packets ...... 266093
Ethernet Transmit/Receive Errors Statistic
Total Collision Retry Limit Count o
Late Collision Count ......... o
Buffer Descriptor Error Resst Count - ]
Packet Frequency Reset Count . ]
Rx FIFQ Error Reset Count .. ]
Rx FIFO Error Could Not Reset Count . ]
Tx FIFQ Error Reset Count ]
Tx FIFO Error Could Not Reset Count . ]
Graceful Stop Complete Reset Count . o
Ethernet Packet Storm Statistics
Packet Storms Detected Count . o
Packet Storms End Detected Count . o
Packets Per 58 ms Value Recorded ... ]
Ethernet Storm Duration:(In Seconds) .00
Time The Last Storm Ended: Thu Jan 61, 1970  £0:08:00.000

/O Statistics

closed
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Event Log

[Top | [Page Up || Page Down | [End | [ Clear Log | [ View All]

[0876] Ethemnet: Link Active, Current IP Address:  (P=0x0e40001c)
Xt 582 98
Mon Nov 23,2020 14:12:27 161 Kemel_AP- ArpDuplpClient

[0875] Ethemet: Link Inactivel  (P=0xDe40005¢)
Text: Enet Port
Mon Nov 23, 2020 14:01:43.127_Kemel_AP: FECRstMonitor

[0873] PLC Starting: Firmwrare Major Rev: 9 (P=0x0440003a)
linor Rev: 16 (S=0x04200036)
Release Date:  (T=0x04100029)
Text: /1918

Extended Text: Board Serial Number: 000240791
Mon Nov 23, 2020 14:01:41.168 PLC Control: VAS_Plc.Intial

[0872) PLC power of; Firmuare Mejor Rev: . _ (P=00440003c)
inor Rev: 16 (S=0x04200036)
Thu 0ct26,2020 143914068  PLE Convat Mandso0

[0871] Ethemet: Link Inactive!  (P=0xDe40005¢)
Text: Enet Port.
Thu Oct 29,2020 14:32:02.127 Kernel_AP: FECRstMonitor

[0869] PLC Starting: Firmiare Major Rev: 9 (P=0x0440003a)
Minor Rev: 16 (5=0x04200036)
Release Date:  (T=0x04100029)
Text: 9/19/18
Extended Text: Board Serial Number: 000240791
Thu Oct 29, 2020 14:32:00.168 PLC Control: VAS_Ple. Initia!

[0868] PLC power off; Firmvrare Major Rev: 9 (P=0x0440003¢)
Minor Rev: 16 (S=0x04200036)
Tue Oct 20, 2020 12:33:32.854 PLC Control: Main2500

[0867] Ethemet: Link Inactive!  (P=0x0240005¢)
Text: Enet Port
Tue Oct 20, 2020 12:32:43.127 Kemel _AP: FECRsthfonitor

[0865] PLC Starting; Firmware Major Rev: 9 (P=0x0440003a)
Minor Rev: 16 (S=0x04200035)
Release Date:  (T=0x04100029)
Text: 9/19/18
Extended Text: Board Serial Number: 000240731
Tue Oct 20,2020 12:32:41.168 PLC Control: VAS_Plc.Initial

Timeout Errors
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STATUS WORD Memory (viewable from Workshop)

STATUS WORDS are unfamiliar and underutilized by many users. These STATUS WORDS are very powerful assets. Not
only does they give you an in-depth access to the heath of your system, but they also allows you access (in your PLC
ladder logic program) to monitor their status in real time and be informed immediately (through the programming software
or HMI's) of any event you program it to monitor.

Example: Wouldn'’t you like to know immediately that a remote base has lost communication or that a particular module
(anywhere) is offline or not functional?

There are over 500 STATUS WORDS which are accessible to you, covering things like password, module failure, lost 1/O
& Profibus network comms, comm port status, f/w versions etc.

Simple PLC logic, monitoring individual STATUS WORDS, is all that is required.

Below is an example of some table of accessible STATUS WORD parameters.

Word Description STW 3- | Status of DP channel slaves.
: STW S Set to 0 if slave is online, configured, and enabled. The least signifizant bit (18)
STW 1 Misc. Status and Non-Fatal Errors of Word 3 comespends to Slave #1. See the table below.
Bit 1-3 Unused
Bit4 Passward has been entered e I I 0 3 A O S 3
Bit & Passwaord is currently disabled ) 3z |31 |30 |28 |28 |27 |26 |2= |24 |23 |22 |21 =3 |13 |18 |7
. 5 |26 |47 [ 42 43 |4z |41 |0 |39 |38 |37 |36 |35 |24 |38
B!l g User Prog ram Error Flag (RLL). See STW 200 for ermor code. & T I I e e B e B B e B I B e e
Bit7 RLL Subroutine Stack Owverflow a0 |73 |78 |77 |75 |75 |74 |78 |72 |71 |70 |8 |&8 |&r |ee | &
Bit 8 TImEﬂfDJfC'DD‘k Failure 26 |95 |34 |83 |82 [ o0 | 8o [88 |87 [&6 |BS [B4 |53 |82 |3
- 112 11 110 | 102 | 108 | 107 106 105 104 103 | w2 | W | =8 £ a7
Bitd Unused
Bit 10 SF Module Communications Failure STW 10 Dynamic Scan Time
- - - - Scan time of the previous scan.
B!l 11 Previous RLL !r'rstrummn Failed STW 11— 110 Module Status
Bit 12 WO Module Failure STW 26 | STW 11 represents the local base
Bit 13 Communications Port Failure STW 12— 26 represent remote bases 1 - 15,
. For all words, the most significant bit (1) represents shot 16 and the least
B!l 14 Scan Overrun significant bit (18) represents slot 1 as shown below.
Bit 15 Battery Low
i [Tz I:Idlslslr|||s|1n|||||2||:|u|
gl;'.l.'ﬁz gcurc;RL;ﬁEec:::gErmr (s Tos [reTaa Tz [ Joafs Te 7 T [s [4 [3 T2 T4
ase Lontrolker 5
The most significant bit (Bit 1) comesponds to Base 15 and the least significant ABiLs setio 0 Tihe moduls sistus s gocd. [1iS s=tia 1 any of e fellowing
kit (Bit 18) corresponds to the local base (0} as shown below. +  Installed module does nat maich canfiguration for the siot
s  The slot is configured but no module is installed in the slot.
| 1 | ] | 3 | 4 | 5 | 3 | T | B |-5 | 10 | 11 | 12 | 13 | 14 | 15 | 16 . ;I:;sllmfis_lr_\mmnﬁit;red:ut:dmlodful_cla;_s i_nstalled.
15 EE] 13 17 11 10 Fl E 7 B 5 2 3 3 [T [1] . ule fail is asserted and medule fail bit is set
I I I I I I I I I I | I I I I I STW 27: Profibus REC Module Status.
STW 138 Provides module status for modules in a 505 base using a Profibus REC.
Carresponding bit is set to 1if : Status Word 27 corresponds to Profibus RBC slave £ 1. Subsequent words
P - . correspond to Slave # 2. Slave #3, efc.
. The base PD" ﬁ.!g !5 nat se2 [pcl"ll'lg d.rsable:l :I' ar . X For all words, the most significant bit represents slot 16 and the least significant
# The base poll flag is set and the base is not present (not anline) or is a bit (18] represents slot 1 as shown below.

failed state (unable to log-in).

[Tz I!IlISIsITIlIsI1nI||||2I|:|u|
98 |15 |12 [12 [ 92 [ 11 | |3 [& [7 | |5 |4 |3 |2 1
A bit is set to 0 if the module status is good. Itis set to 1 f any of the following
conditions is true:

* Installed module does not match configuration for the slot

*  The slot is configured but no module is installed in the slot.

*+ The slot is not configured but a medule is installed.

STW 138 Mumber of Forced Bits.
Current count of forced X, . and C.

STW 140 Mumber of Forced Words
Current count of forced WX and WY,

If you require any additional information on WEB Page or STATUS WORD functionality, please contact
your local CTI Representative for more information.

Control Technology Inc.

5734 Middlebrook Pike, Knoxville, TN 37921-5962
Phone: +1.865.584.0440  Fax: +1.865 564.6720 ROCK SOLID PERFORMANCE. TIMELESS COMPATIBILITY.

www.controltechnology.com




