Tech Tips

Using DNP3 with Janus Products (2500P-Jxxx, 2500C-Jxxx,
2500P-JACP)

1.1 Overview

Janus products offer extensive communications capabilities, including:

e CAMP Client and Server

e  Modbus Client (Master) and Modbus Server (Slave)

e Ethernet/IP —1/0 Scanner, /O Adapter, Tag Client, Tag Server, Flex I/O
e Network Data Exchange

e DataCache to 2500-Cxxx Processors

e MQTT

e  OPC-UA Server

In this Tech Tip, we will show how to communicate using DNP3 to Janus devices. This use case is commonly found
in electric utilities and water/wastewater applications, where a small PLC operating a remote station needs to
communicate with an Enterprise SCADA, often over leased Ethernet or serial lines using radio or cellular.

For this connection, we will employ a Moxa Mgate 5109, which functions as a gateway between the serial DNP3
and Modbus Ethernet.
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1.2 Summary of Operation

1. To simulate the SCADA system, we use a PC running Kepware with the DNP3 I/O Server. This is an
available I/0O server from Kepware which does serial or Ethernet DNP3. Using the OPC Quick Client built-
in to Kepware, we can read and write variables through DNP3 to the Compact Janus PLC. In this example,
we are reading sixteen words of data from the Janus PLC.

2. Since this is a Windows PC with no serial port, we use a standard USB-Serial converter which maps to a
COM port in Windows.

3. Aserial RS232 cable links the USB-Serial converter to the Moxa Mgate 5109, which is configured as a
DNP3-Modbus gateway. In remote applications, this cable is logically replaced by a serial radio link.

4. On the serial side, the Moxa device is set up as a DNP3 Qutstation. One the Modbus side, the Moxa is a
Modbus TCP Master (Client). In a remote application, the Moxa device would be co-located with the
Compact Janus PLC at the remote site.

5. The Moxa is connected to the Compact Janus PLC using standard Ethernet. They could be connected
directly by a cable, or they could be part of the local network at the remote site.

6. Onthe Compact Janus, a Modbus Slave (Server) configuration completes the communication between
Moxa and Janus.

1.3 Demo Project Files
A zip file containing all the required configuration files is available on the CTI web site:
e Kepware server and quick client project files

e  Moxa setup file
e Janus Workbench (JSoft) project file

1.4 Kepware Server Setup

DNP_SCADA Property Editor:

# Property Editor - DNP_SCADA

Property Groups = ldentification
Neme BNP_SCADA
Sernal Communications Description
Write Optimizations Driver DMNP Client Seral
Advanced = Diagnoslics
Communication Sernalization Diagnostics Caplure Enable
Timing =/ Tag Counts
Static Tags 16
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@ Property Editor - DNP_SCADA

Property Groups =]
General
S | Communications =]

Write Optimizations
Advanced

Communication Senalization
Timing

m

Connection Type
Physical Medium

Serial Port Setings
COMID

Baud Rate

Drata Bits

Parity

Stop Bits

Flow Contral
Operational Behavior
Report Communication Emors
Close ldle Connection

Idle Time to Close (s)

@ Property Editor - DNP_SCADA

Propery Groups
General
Senal Communications

Write Optimizations
Advanced

Communication Serialization
Timing

=/ Write Oplimizalions
Optimization Method
Duty Cycle

@ Property Editor - DNP_SCADA

Propery Groups
General

Serial Communications
Write Optimizations

Communication Senalization
Timing

= Non-Nommalized Float Handling

Floating-Point Values

@ Property Editor - DNP_SCADA

Property Groups =]
General

Seral Communications

Write Optimizations =]
Advanced

Communication Senali
Timing

Channel-Level Setlings
Virtual Network
Transactions per Cycle
Global Setlings

Metwork Made

@ Property Editor - DNP_SCADA

Property Groups = Timing

General

Serial Communications
Write Optimizations
Advanced

Communication Senalizaion

Response Timeout (ms)

@ Property Editor - DNP_SCADA

Property Groups =]
General

Senal Communications
Write Optimizations
Advanced =
Communication Senalization
Timing

m

Identification
Mame

Deseription

Driver
Diagnostics
Diagnostics Capture
Tag Counts

Static Tags

COM Port
5

19200

8

Even

1

MNone

Enable
Disable

15

Write Only Latest Value for All Tags
10

Unmodified

None

Load Balanced

10000

DNP_SCADA
DMNP Client Sernial
Enable

16
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@ Property Editor - DNP_SCADA

Property Groups B
General
5
Write Optimizations
Advanced

Communication Senalization
Timing

Connection Type
Physical Medium

Serial Port Setlings
CoMID

Baud Rate

[rata Bits

Parity

Stop Bits

Flow Control
Operational Behavior
Report Cammunication Erors
Close ldle Connection

Idle Time to Close (s)

@ Property Editor - DNP_SCADA

Property Groups B
General

Serial Communications
Advanced

Communication Senalization
Timing

Write Optimizations
Optimization Methed
Duty Cycle

@ Property Editor - DNP_SCADA

Property Groups
General

Serial Communications
Write Optimizations

Communication Senalizaion
Timing

=/ Non-Normalized Float Handling
Floating-Point Values

MOXA 1 Property Editor:

@ Property Editor - DNP_SCADA.Maoxal

Property Groups =

Scan Mode
Auto-Demotion
Tag Generation
Communications
Polling
Unsolicited
Event Playback
Tag Import =
Authentication

Update Key Authentication
File Control

Advanced

m

Identification
Mame

Description

Driver

Model

Channel Assignment
Operalting Mode
Data Collection
Simulated

Tag Counts
Static Tags

COM Pont

5
19200
8
Even
1
None

Enable

Disable
15

Write: Only Latest Valua for All Tags
10

Unmodified

Moxal
DNP Client Serial
DMNP Client Senal

DNP_SCADA

Enable
No

16
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@ Property Editor - DNP_SCADAMoxal

Propery Groups =/ Scan Mode
General Scan Mode Do NotScan, Demand Poll Only
Initial Updates from Cache Enable
Auto-Demotion
Tag Generation
Communications
Polling
Unsolicited
Event Playback
Tag Import
Authentication
Update Key Authentication
File Contral
Advanced
@ Property Editor - DNP_SCADA.Moxal
Property Groups =/ Communication Setlings
General DNP Client Address 3
Scan Mode DNP Server Address 4
Auto-Demotion Request Timeout (msec) 30000
Tag Generation Max Timeouts 1
i Time Base Options
Polling DNP Server Uses UTC Na
Unsolicited DNP Server Time Zone (UTC-05:00) Eastern Time (US & Canada)
Event Playback DNP Server Respects DST Yes
Tag Import = Time Synchronization
Authentication Honor Time Sync Requests Yes
Update Key Authentication Time Sync Style Serial
File Control Delay Measure in Time Syne No
Advanced
@ Property Editor - DNP_SCADAMoxal
Property Groups = Class 1
General Class 1 Poll Interval 5
Sean Mode Class 1 Poll Interval Resolution Seconds
Auto-Demotion = Class 2
Tag Generation Class 2 Poll Interval 5
Communications Class 2 Poll Interval Resolution Seconds
E Class 3
Unsolicited Class 3 Poll Interval 5
EventPlayback Class 3 Poll Interval Resolution Seconds
Tag Import = Integrity
Authentication Integrity Poll Interval (s) 3600
Update Key Authentication Issue Integrity Poll On Restart Enable
File Contral Issue Integrity Poll On DNP Server Online Disable
Advanced Issue Integrity Poll On Buffer Ovedlow Disable
# Property Editor - DNP_SCADAMoxal
Property Groups = Unsolicited
General Unsolicited Mode Class 1 Automatic
Sean Mode Unsolicited Mode Class 2 Automaltic
Auto-Demotion Unsolicited Mode Class 3 Automatic
Tag Generation Use Unsolicited Messaging During Startup Enable
Communications
Polling

Event Playback

Tag Import

Authentication

Update Key Authentication
File Control

Advanced
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Tagname database:

@ [Connected to Runtime] - TOP Server 6 C

-c

DSHRPOEUE S
@ Project
= [ Connectivity
@ DNP_SCADA

[hioo]

B Aliases

File Edit View Tools Runtime Help

"4 bax B

Tag Name

<3 Analog_Input 0
<3 Analog_lnput_1
€3 Analog_Input 2
€3 Analog_Input 3
3 Analog_Input 4
3 Analog_Input 5
€3 Analog_Input 6
€3 Analog_Input 7
3 Analog_input 8
€3 Analog_Input 9
<3 Analog_Input_10
3 Analog_Input_11
1 Analog_Input_12
<3 Analog_Input_13
3 Analog_Input_14
€3 Analog_Input 15

Address
30.20Value
302.1.Valve
3022 Value
3023 Value
3024 Value
3025Value
3026Value
302.7.Value
30.28Value
3029Value
30.2.10Valve
302.11Valve
302.12Value
30213 Value
30.2.14Value
302.15Valve

P

 Scads 05212024.0p¢

Data Type

Short
Short
Short
Short
Short
Short
Short
Short
Short
Short
Short
Short
Short
Short
Short
Short

‘ Property Editor - DNP_SCADA.Moxal.Analog_Input_0

Property Groups = Identification
General Mame Analog_lnput_0
Sealing Description
= Data Properties
Address 3020 Value
Data Type Shont
Client Access Read Only
Scan Rate (ms) 100
‘ Property Editor - DNP_SCADA.Moxal.Analog_Input_1
Property Groups = Identification
General MName Analog_lnput_1
Scaling Description
= Data Properties
Address 3021 Value
Data Type Shart
Client Access Read Only
Scan Rate (ms) 100
’ Property Editor - DNP_SCADA.Moxal.Analog_Input_2
Property Groups = Identification
General Name Analog_lnput_2
Sealing Description
= Data Properties
Address 3022 Value
Data Type Shart
Client Access Read Only
Scan Rate (ms) 100
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Scan Rate
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
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1.5 Kepware OPC Quick Client Setup

% OPC Quick Client - DNP_SCADA.otc.

File Edit View Tools Help
D@l zsad &
5 18 SWToolbox TOPServer V6 Item ID [Datatype  [vaiue [ Timestamp [ Quuality [ Update Count |
S _system 8 system. ActiveTagCount Dword 12 063636372 Good 1
& DNP_SCADA._CommunicationSerialization 1 System._ClientCount Dword 1 06:3636372  Good 1
51 DNP_SCADA._Statistics 9 System. Date String 5/23/2024 06:3636372  Good 1
2 DNP_SCADA,_System | System. Date_Day DWord ) 06:36:36372  Good 1
53 DNP_SCADAMoxal 9 System. Date_DayOfWeek Dword 4 06:36:36372  Good 1
53 DNP_SCADAMoxal, System | System. Date_Month DWord 5 06:3636372  Good 1
O System_Date_Year2 Dword E 06:3636372  Good 1
@ _system._Date_Yeard DWord 2024 06:36:36.372 Good 1
2 System. DateTime Date 2024-05-23T1207:44412 080744412 Good 5421
| system. DateTimeLocal Date 2024-05-23T08:07:44.412 060744412 Good 5421
O System._ExpiredFeatures String Aray [ ] 080744412 Good 5420
8 _System. FullProjectName String c Toolbax\TOP 06:3636372  Good 1
| System_LicensedFeatures Swing A3y ] 080744412 Good 5420
@ System._OpcClientNames String Amay [ Quick Client ] 06:3636372  Good 1
| System. ProductName String TOP Server 06:36:36372  Good 1
9 _System_ProductVersion String 616 06:36:36372  Good 1
8 System. Projecthame 5 detauitopt 063636372 Good 1
O System ProjectTitle Untitled 063636372  Good 1
D _System._Time 0744 AM 08:07:44412 Good 5420
2 System. Time_Hour DWord 8 080000433 Good 3
| System. Time_Hour24 Dword 8 060000433  Good 3
|©_System._Time_Minute DWord 7 08:07:00.002 Good 92
19 System. Time_PM Boolean 0 06:3636372  Good 1
@ _System,_Time _Second Dwaord “ 08:07:44.412 Good 5418
9 _system._TimelimitedFeatures String Amay [ DNP Client Serial:1709 | 080744412 Good 5325
|D_System._TotalTagCount jord 06:36:36.372 Good 1
[ OPC Quick Client - DNP_SCADA.otc
File Edit View Tools Help
DEd e s 2BX
=5 SWToolbox TOPServer NG Item ID [Datatype  [vaive [ Timestamp [ quatity [ upaate count_|
2 system |©@DNP_SCADA._CommunicationSerialization_NetworkOwner Boolean 0 06:36:36374  Good 1
‘24 DNP_SCADA. CommunicationSerialization  (SIDNP_SCADA_CommenicationSerialization, Registered Boolean [ 06:36:36374  Good 1
1 DNP_SCADA. Statistics ISIDNP_SCADA. CommunicationSeriaiization, RegisteredTo String N/A 063636374 Good 1
88 DNP_SCADA_System [@DNP_SCADA._CommunicationSerialization,_StatisticAveNetworkOwnershipTimeSec Float 0 06:36:36.374 Good 1
81 DNP_SCADAMoxal SIONP_SCADA_C . Statistic ount Dword 0 063636374 Good 1
83 DNP_SCADAMOoxa1, System |SDNP_SCADA. imeSec Float [ 0636:36374  Good 1
|SIDNP_SCADA_CommunicationSerialization, StatisticsReset Boolean 0 063636374  Good 1
ISIDNP_SCADA, CommunicationSeriaiization,_TransactionsPerCycle Long 1 063636374 Good 1
[ DNP_SCADA_CommunicationSerialization,_VirtualNetwork String None 06:36:36.374 Good 1
[& OPC Quick Client - DNP_SCADA.otc
File Edit View Tools Help
DEEdude SRR X
= SWToolbox TOPServer V6 Item ID | ata Type | vaive | Timestamp | Quality | update Count |
2 system |SIDINP_SCADA. Statistics. FailedReads DWord 0 063636375  Good 1
81 DNP_SCADA._CommunicationSerialization |G DNP_SCADA._Statistics. FailedWrites DWord 0 06:3636375 Good 1
[ DNP_SCADA. Statistics. MaxPendingReads. DWord 0 06:3636375 Good 1
21 DNP_SCADA. System (S DNP_SCADA. Statistics. MaxPendingWrites Dword 0 06:3636.375 Good 1
53 DNP_SCADAMoxal SIDNP_SCADA. Statistics. NextReadPriority Long -1 063636375 Good 1
81 DNP_SCADAMoxal, System {EIDNP_SCADA. Statistics. PendingReads DWord 0 063636375  Good 1
IODNP_SCADA _Statistics. PendingWrites DWord [] 06:3636375 Good 1
|SIDINP_SCADA. Statistics. Reset Boolean 0 063636375  Good 1
|SIDNP_SCADA._Statistics. RuBytes DWord 538756 080758925  Good 1406
{SIDINP_SCADA. Statistics. SuccessfulReads DWord 1457203 080759403 Good 5438
|SIDNP_SCADA_Statistics. SuccessfulWrites DWord 0 063636375 Good 1
SIDINP_SCADA. Statistics. TxBytes DWord a2 080758941  Good 1454
[ OPC Quick Client - DNP_SCADAotc
File Edit View Tools Help
D useF shRX
= 5 SWTcolbox TOPServer V6 Item ID [DataType [ Value [ Timestamp | Quality | Update Count |
@ System IDNP_SCADA. System. AvailableNetworkAdapters String Defaultintel(R) Wi-Fi 6€ AX211 160MHzReaitek US GbE Family Controller 063636375  Good 1
2 DNP_SCADA._CommunicationSerialization DNP_SCADA. System. BaudRate Long 19200 063636375 Good 1
21 DNP_SCADA. Statistics DNP_SCADA. System. Comid String [<H 063636375 Good 1
4 DNP_SCADA. System IDNP_SCADA. System. DataBits Long 8 063636376  Good 1
21 DNP_SCADAMoxal S DNP_SCADA. System. Description String 063636376 Good 1
2 DNP_SCADAMaxa1, System DNP_SCADA. System. EnableDiagnastics Boolean 1 063636376  Good 1
IDNP_SCADA._System. EncapsulationConnectTimeout Long 3 063636376  Good 1
DNP_SCADA. System. Encapsulationip String 063636376  Good 1
DNP_SCADA._System._EncapsulationPort Word 200 063636376  Good 1
IDNP_SCADA. System._EncapsulationProtocol String e 063636376 Good 1
DNP_SCADA. System. FloatHandiingType String Unmodified 063636376  Good 1
IDNP_SCADA. System. FlowControl String None 063636376  Good 1
IDNP_SCADA._System. NetworkAdapter String 063636376 Good 1
DNP_SCADA. System. Parity String Even 063636376  Good 1
DNP_SCADA._System._RepontComrors Boolean 1 063636376  Good 1
IDNP_SCADA. System. SharedConnection Boolean 0 063636376 Good 1
IDNP_SCADA. System. StopBits Long 1 063636376  Good 1
DNP_SCADA._System. WriteOptimizationDutyCycle Long 10 063636376  Good 1
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3¢ OPC Quick Client - DNP_SCADA.otc

File Edit View Tools Help
DU nsed SROX
& 8 SWToolbox TOPServer.V6 ttem 1D [Datatype  [vaiue Timestamp | Quality [ Update Count
@ _System @DNP_SCADAMoxal. AuthCurrentUserNumber Word 1 063636468  Good 1
21 DNP_SCADA_CommunicationSerialization {ODNP_SCADAMoxa1. ChanneiResponseTimeout DWord 10000 063636468  Good 1
1 ONP_SCADA. Statistics (GDNP_SCADAMonxa1. DeviceRequestQueueDepth DWord 0 063636468  Good 1
21 DNP_SCADA_System (©DNP_SCADAMoxal. DeviceRequestTimeout DWord 30000 063636468  Good 1
(G DNP_SCADAMoxa1 DNPClientAddress DWord 3 063636468  Good 1
{83 DNP_SCADAMoxal. System ‘D DNP_SCADAMoxal,_ DNPServerAddress DWord 4 06:36:36.468 Good 1
(GDNP_SCADAMoxa1. EventClass1Pollinterval DWord 5 063636468  Good 1
DNP_SCADA Moxal._EventClass2Pollinterval DWord 5 063636468  Good 1
(GDNP_SCADAMoxa1. EventClass3Pollinterval DWord 5 063636468  Good 1
\GDNP_SCADAMoxa1. IntegrityPollinterval DWord 3600 06:36:36.468 Good 1
(SIDNP_SCADAMoxa1._MasterAddress DWord 3 063636468  Good 1
'ODNP_SCADAMoxal. SlaveAddress Dword 4 06:36:36.468 Good 1
(@DNP_SCADAMOxa1. TimeSyncStyle Byte 0 063636468  Good 1
(SDNP_SCADAMoxat Analog_Input 0 Short 4 080819205  Good 102
(@ONP_SCADAMoxa1 Anaiog_Input_1 Short # 080819205  Good 102
I DNP_SCADA Moxa1 Analog_lnput_2 Short 4 08:08:19205 Good 1102
(@DNP_SCADAMoxa1 Analog_Input 3 Short 4 080819205  Good 1102
‘©@DNP_SCADAMoxal. Analog_Input 4 Short a 08:08:19205 Good 102
(GDNP_SCADAMoxa1 Analog_Input S Short a1 080819205  Good 102
(SDNP_SCADAMOxa1 Analog Input 6 short 4@ 080819205  Good 1102
(©DNP_SCADAMoxat Analog_Input 7 Short 4 080819205  Good 1102
(GDNP_SCADAMoxa1 Analog_Input 8 Short 4 080819205  Good 102
©@DNP_SCADAMoxa1 Analog_Input 9 Short 4 080819205  Good 1102
DNP_SCADAMoxa1 Analog Input_10 Short 4 080819205  Good 1102
(9 DNP_SCADAMoxa1 Analog_Input_11 Short 4 080819205  Good 102
©DNP_SCADA Moxa1 Analog_Input_12 Short 4 080819205  Good 102
(GDNP_SCADAMoxat Analog Input_13 Short 4 080819205  Good 1102
DNP_SCADAMoxat Analog_Input 14 Short # 080819205  Good 1102
(©DNP_SCADAMOoxa1 Analog_Input_15 short 4 080819205  Good 1102
[% OPC Quick Client - DNP_SCADA.otc
File Edit View Tools Help
DEFL used s v@X
=2 SWToolbox TOPServer V6 tem ID | Data Type [ valve [ Timestamp [ Quality [ Update Count
System I@DNP_SCADAMoxal._System. ActiveTagCount String 2 06:3636374 Good 1
1 DNP_SCADA_CommunicationSerialization ©DNP_SCADAMoxal. System. AutoCreateTagDatabase Boolean 0 063636374  Good 1
) DNP_SCADA. Statistics [IDNP_SCADA Moxal._System. AutoDemoted Boolean 0 063636374  Good 1
DNP_SCADA. System O DNP_SCADAMoxat. System. AutoDemotionDiscardWrites Boolean 0 063636374  Good 1
) DNP_SCADAMoxat [SDNP_SCADAMoxa._System. AutoDemotionEnabled Boolean 0 063636374  Good 1
4 DNP_SCADA Moxa. System EDNP_SCADAMoxat._System. AutoDemotionFailureCount Long 3 063636374  Good 1
(©DNP_SCADAMoxa1. System, AutoDemotionintervalMs Long 10000 063636374 Good 1
IS DNP_SCADAMoxa1. System. ConnectTimeout Long 3 063636374  Good 1
(©DNP_SCADAMoxa1. System._DemandPoll Boolean 0 063636374  Good 1
GDNP_SCADAMoxa1._System. Description String 063636374  Good 1
[©DNP_SCADAMoxa1. System. Deviceld String - 063636374  Good 1
(©DNP_SCADAMoxat. System._Enabled Boolean 1 063636374  Good 1
GDNP_SCADAMoxal. System. Error Boolean 0 063636374  Good 1
[©DNP_SCADAMoxat._System. NoError Boolean 1 063636374 Good 1
GDNP_SCADAMoxal. System. ScanMode String DoNotScan 063636374  Good 1
(©DNP_SCADA Moxa1.,_System. ScanRateMs DWord 500 063636374  Good 1
(O DNP_SCADAMoxa1. System._SecondsinError DWord 0 063636374  Good 1
|@DNP_SCADAMoxa1. System. Simulated Boolean 0 063636374  Good 1
The following series of screenshots show the setup and operation of the Moxa gateway.
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tion Settings
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Role1 of MGate5103
DNP3 Serial Outstation

Outstation
0 0-85519)

3 1-65519)

[Object Type [Rumber of Poinis. Parameters
[Detaul stasc variation (1: Packed Format)
Binary Input o (1 Without Time)
[Banary Output B =
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Lt 1 [Read Holdng Registers_1 172186823 502 1 3 [Read address 299, Quantity 16 Cyeiic 500 [None

MGate 5109

MOXAN

WWW.MOXa.com

MAC Address 0ES

Firmveare - 2.5 Build 23072412

O Data View
- Main Menu | B o ratvesn
ouick Setup
Overview Data faw dreciion | DNP3 Sedal Master <~ Modbus TCP Semver | St aodresste [0 Formst [Hex ~
Basic Satings
Intemal Adaress 0 ot 02 0 0s 05 5 o o8 09 oa o8 o ) € oF
Network Scttings n € o € o € " 4 o1 € o € o 4 " 4
Serial Setgs oaion 0 4 o1 € o € n 4 o1 € o1 € o 4 0 a€
- Prolocol Settings o020n 0 0 [} [ o o 0 0 0 0 ) ) ] o I 0
Fratocol Comersion 0030 o 0 o ) o w0 0 0 00 0 0 o o o0 % 00
R 0040h 0 0 ) ] oo o 0 00 o0 0 %) oo o o0 00 00
e custen 050 0 0 o [ o w 0 0 0 [ o o ] o % 0
Mogius TCF Clent 0050h o0 0 ] 0 o0 L 00 00 00 00 [ o0 L] o 00 00
/0 Data Mapping oo7on 0 0 0 [ o o " 0 0 [ o o ] w 0 0

- System Management
- System Monitoring
- System Siatus
Protocol Status
/0 Data View
NP3 Serial Disgnose
Modbus TCP Diagnose
NP3 Seral Traffic
Restart
Logout

EBSERVER]
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MGate 5109

15
- TBBLE1039954

00.90ERBA26.8

WWww.moxa.com

- Main Menu
Guick Selup
Overview
Basic Settings
Network Settings
Savial Settings
- Protocol Setings
Protocal Conversion
DNP3 Serial Outstation
Moanus TCP Client
VO Data Mapping
- System Management
- System Monlioring
- System Staus
- Prolocol Status
O Data View

DNP3 Serial Disgnose
Mogous TCF Diagnose
DNP3 Serial Trafic

Restart

Logout

MOXA

Auto retresh

Outstation Staictics

Received Requests a7

Sent Respanses o

Sent Unsaicted Message 0

Binary Input Event buffer 0

Counter Event bufer 0

Analog Ingut Event buffer %

Cannected Master [P

Pt Information

(Araiog imgut )

Point index Value Flags [Time pdated

o 351 ONLINE 2024-05-23 02 58.88
{ 51 GNLINE 2024-05-23 0258 48
B ) GHLINE 2024-05-23 b2 5848
3 351 GNLINE 2024-05-23 02 58,48
B 351 (ONLINE 2024-05-23 0258 48
5 ITsw GNLINE 20240523 02 B8 08
G [ ONONE orm s A
7 351 ONLINE 2024-05-23 0258 48
5 B ONLINE 20240523 02 58,08
0 |EX B

0 351 GNLINE

i 35 ONLINE

7 |ES LN

i 31 GRLNE

T4 & ONLINE

15 | [onme

MGate 5108

MGate 5109

- MGale 5109_9854

www.moxa.com

- Main Weny
Guick Setup
Cvenview
Basic Sattings
Network Setiings
Soial Settngs
- Protocol Setings
Protocol Comversion
DNP) Serial Outstation
Mocsus TCP Ciient
1O Data Magping
- System Management
- System Manitoring
- System Status
- Protoco Stats
U0 Data View
ONP3 Senial Diagnose
Modtus TGP Diagnose
DNP3 Serial Trafix
Restan
Logout

MOXNAN

Modbus TCP Diagnose

B auto ratrash

Category Tem value

Modbus
wose wastar
Humbe of connections 1
Sen requesis 10423
Recewed vald responses 10023
Receved invald respanses 0
Received excaptions o
Tineout o

Comnactions.

Client 1 status oK
Remote 17 Port 1721868236 :502
Sent requests 10423
Recaived vaid responses 10423
Received invaid respanses 0
Received exceptions o
Timeout 0

MGate 5109

MGale 5109
MGate 5109_9954

172.1868.146
TBBLE1039954

0090 EBBI269E

25 Buld 23072412

www.moxa.com

- Main Meny
Ouick Setup
Overview
Basic Settings
Network Settings
Seral Setings
Protocol Settngs
Protocol Conversion
DNP3 Serial Outstation
Modbus TCP Client
110 Data Mapping
System Management
System Manitoring
System Status
Protocol Status
/0 Data View
DNP3 Serial Diagnose
Modbus TCP Diagnose
DNP3 Serial Traffic
Restart
Logout

EBSERVER|

DNP3 Serial Traffic

Auto scrol

Sunt s
No.  Time Send/Receive
1 2310 Receive
2 2312 Send
3 2313 Send
] 2646 Receive

Export Capturing

Data

0564 11 C4 04 00 03 00 4E EF FE C1 01 3C 02 06 3C 03 06 3C 0406 83 34

0504 FF 44030004 0048 00 TDE 8102 00206228 5000 F 00,0124 0 0E 3E 40000124 01 0D.00 01 24 1.0C 00
012401 0B 00 39 47 01 24 01 0A 00 01 24 01 09 00 01 24 0108 00 01 75 3D 24 01 07 00 01 24 0106 00 01

013404 63 01 04 0001 2401 0300 1 24 1 030501 24 01 8.6 01 80 01 3401 0000 01 24 01 OF 00 01 23 01 023
£9.00 0125 010D 00 0125 01 0C 00 01 25 01 0B 00 EO 65 01 25 01 0A 00 01 25 01 09 00 01 25 01 08 00 01 09 B3 25 01
070001250106 0001250105 00 0125 2F 60 01 040001 2501 63 000125 01020001 25 01 137901 00 01 25 01
000001 25 01 OF 00 0126 01 OE 42 8A 00 0126 01 0D 00 01 26 01 0C 00 01 26 01 08 00 88 02 01 26 01 0A 00 01 26 01
09000126 0108 0001 Fd aczsmovoomzsmoecnrnzsmnswmzsss«mmwmzamosoomzsa
020001 26 01 4E 50 01.00 01 26 0100 00 01 26 01 d¢
os&»s«o)annawcrwezuraomzvmosoomz7monwmzvunecuocwmzw!oewo 2701
0A00 0127 01 09 OE 35 00 01 27 01 08 00 01 27 01 07 00 01 27 01 0 00 F5 DB 01 27 0105 00 0127 01 04 00 01 27 01
020001884827 01020001 27,01 010001 27 0100 000127 85 C5 01 0F 00 0128 01.0€ 0001 28 01 00 0001 28 01
2A8D 0C 00 01 28 01 0B 00 01 26 01 0A00 01 28,01 09 FA DS 0108 0001 28 01 07 00 01 28 01 06 00 48 6C 01
R0 05 00135 04 0400 012801 0300 01 %A 3F 2301 030001 2301 01 0001 4.0 00 0001 28 0273 81 A1 €3
056408 C4 04 00 03 00 B4 B8 FF C100E7 84
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1.7 Janus PLC Setup

9 CTI Workbench - DNP3_v2
File Edit View Insert Project Tools Window Help

3 T

4 | Programs - 4 "8 Holding Registers [300_315)
B Counter @ +300. HR300
B Main i @ 4301 HR01
‘B Moww @ +302 HR302
4 Lir Watch (lor debugging) @ +303 HR303
B Sot Scope 2 @ <304 HRI04
B insiol volues . @ +305 HR0S
“%: Fieldbus Configurations @ @ +306 HR06
) Binding Configuration ! @ +307 HR307
© Prosies @ +308 HR308
§o Giobal defines @ +309 HR308
Q) Vanables @ 310 HR310
b E Types @ +311HR3N
W (A1 Projects) @ N2 HAN2
@ +313 HANS
@ +I4HRIIY
@ +315 HRIIS

9 CTI Workbench - DNP3_v2
File Edit View Insert Project Tools
al M - I

4 "8 Holding Registers (300 315
@ 300 HR300
@ 301 HR301
@ 302 HR302
@ +303 HR303
@ 304 HR304
@ +305 HR30S
@ +306 HR306

@ +310 HR30
@ «31HRIN
@ +3N2HRNZ
@ +NIHRNI
@ +314HR34
@ +J15 HRNS

1§t CTI Workbench - DNP3_v2
File Edit View Insert Project Tools Window Help

§ 4 Mg MODBUS Stave
4 & Sener-Siave number = 1 Fiequest Holding Fiegisters
<0 Address 300
@ +300: HR300 Nb Hem 16
@ 301 HR0 Dascription
B Mo @ +302 HR30Z
4 L Watch for debugging) @ +303 HR303
W Sof Scope @ +304 HRIA
B nsal values @ +305: HRI0S
S Fisldbus Configurations @ +306: HR306
4 Binding Configuration @ 307 HR307
© Frofles @ 308 HR308
§o Global defines @ 4309 HR309
T Verisbles @ 310 HRI0
¥ E Types @ +31HAIN
= (A Projects) @ 312 HRAZ
@ +NTHANG
@ 314 HRI4
@ N5 HANS
12
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@ CTI Workbench - DNP3_v2
File Edit View Insert Project

Tools Window Help

DO T &ROE Sal T MRINNNG s IS U D

ol IWI¥=Qs XX
[Workspace:

4 DNP3_v2 [RUNNING]
M Exception programs
4w Programs
B Counter
B Main
Bmow
4 L Watch (for debugging)
M Sor Scope
B8 Insol values
“&: Fieldbus Condgurations
4} Binding Configuraion
© Protles
§o Global detnes
2 Vensbles
b E Types
W (Al Projects)

# CTI Workbench - DNP3 v2
File Edit View Insert Project

al (MY =Q 0 X

weea [IO Drivers]

{2 4 Me MODBUS Siave

4 & Server-Slave number = 1

+ "8 Holding Registers [300.315]

@ +300: HR300 = 52
@ +301 HR301 =52
@ +302 HR302 = 52
@ +303 HR303 =52
@ +304 HR304 - 52
@ +305 HR305 « 52
@ +306: HR306 « 52
@ +307-HR307 = 52
@ +308 HR308 - 52
@ +309 HR309 » 52
@ +310 HR310-52
@ +311 HR311 =52
@ +312 HR312+52
@ +3N13IHRINI= 62
@ +3N4HRI14=52
@ +35 HRAN5 =52

Al G R S b

Tools Window Help
DO &ROF Sl J5 A RUNNNG s s BZE U E D

4 La Weich (for debugging)
M Sott Scope

EE Intal volues
“%: Fieldbus Corigurations
93 Binding Configuration
© Prosles
§o Giobal defines
2 Vensbles

v E Types

W (A Projects)

wssee [Variables]

HR306
HR307
HR308
HR309
HR310
HR311
HR312
HR313
HR314
HR315
FLASHER
DONE_BIT
CTR1
TCC1_INT
TCCH1
TCP1
BLINKING TRUE
ALWAYS_ON TRUE
_CTI_RESER

Ml RETAIN vaniables

D Counter

0 Main

D MOVW

2 pOnBadindex

“3 pOnDivZero

D) pShutDown

0 pStartup

GRERRERRRRERERRE

£88

*32353030432D4A
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@ CTI Workbench - DNP3_v2
File Edit

View

Insert Project Tools Window Help
IS oX x|~

Workspace
4 DNPI_v2 [RUNNING]
3 Exception programs
4 [ Programs
B Counter
B Main
B movw
- Watch ffor debugging)
W Soft Scope
BB Indial volues
“%: Fieldbus Configurations.
%3 Binding Configuration
1 Profles
§u Global defines
% Verisbles
¥ E Types
(Al Projects)

& CTI Workbench - DNP3_v2
File Edit
al

View Insert Project

IWl ¥ =Q¥l -xxl

OO EIENOE Sl 5 ARUNNNG - a0 D

snns [Counter]
A

B

L]

w

i | L1l it 1
<

o ']

0| 1

o

Lo = Use BLI tuncton to creat o one second itermai puse

P
Ll

=

= = 1+ O 1

15 n
Te1200uS |
BN BLNK nput, irsae 8 counter 45 MALE nCrements
L This counter vaiue & passed o vaviakies assnget 1o UodbeaTCR
L 1} 1

TECH - B2

DOV ERNOFE Sal T ARUNNNG IS D

Workspace
4 DNP3_v2 [RUNNING]
® W Excepton programs
4 = Programs
B Counter
B Main
‘Bmow
4 L Woich (for debugging)
W Soft Scope
HE Intal volues
“%: Fieldbus Consgurations
9} Binding Configurstion
© Prosles
§o Globsl detines
42 Vonsbles
E Types
(Al Projects)

Tools Window Help
sees [MOVW]
- ¥/ set
" /]
=
= ¢
o E
B
e
f! HR304
15 1 HR305
14 HR306
1 HR307
HR308
1 HR309
19 HR310
HR311
HR312
7. HR313
24 HR314
5 HR315

r value

TCC1_INT

:= ANY_TO_INT(TCCl

TCC1_INT 90 ;
TCCI_INT 90 ;
TCCI_INT 90 ;
TCCI_INT 80 ;
TCCI_INT 90 ;
TCCI_INT 90 ;
TCCI_INT 90 :
TCCI_INT 90 ;
TCCI_INT 90 ;
TCCI_INT 90 ;
TCCI_INT 90 ;
TCCI_INT 90 ;
TCCI_INT 90 ;
TCCI_INT 90 ;
TCCI_INT 80 ;

14
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