
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Using DNP3 with Janus Products (2500P-Jxxx, 2500C-Jxxx, 
2500P-JACP) 
 

1.1 Overview 

Janus products offer extensive communications capabilities, including: 
 

• CAMP Client and Server 

• Modbus Client (Master) and Modbus Server (Slave) 

• Ethernet/IP – I/O Scanner, I/O Adapter, Tag Client, Tag Server, Flex I/O 

• Network Data Exchange 

• DataCache to 2500-Cxxx Processors 

• MQTT 

• OPC-UA Server 
 
In this Tech Tip, we will show how to communicate using DNP3 to Janus devices.  This use case is commonly found 
in electric utilities and water/wastewater applications, where a small PLC operating a remote station needs to 
communicate with an Enterprise SCADA, often over leased Ethernet or serial lines using radio or cellular. 
 
For this connection, we will employ a Moxa Mgate 5109, which functions as a gateway between the serial DNP3 
and Modbus Ethernet. 
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1.2 Summary of Operation 

 
1. To simulate the SCADA system, we use a PC running Kepware with the DNP3 I/O Server.  This is an 

available I/O server from Kepware which does serial or Ethernet DNP3.  Using the OPC Quick Client built-
in to Kepware, we can read and write variables through DNP3 to the Compact Janus PLC.  In this example, 
we are reading sixteen words of data from the Janus PLC. 

2. Since this is a Windows PC with no serial port, we use a standard USB-Serial converter which maps to a 
COM port in Windows. 

3. A serial RS232 cable links the USB-Serial converter to the Moxa Mgate 5109, which is configured as a 
DNP3-Modbus gateway.  In remote applications, this cable is logically replaced by a serial radio link. 

4. On the serial side, the Moxa device is set up as a DNP3 Outstation.  One the Modbus side, the Moxa is a 
Modbus TCP Master (Client). In a remote application, the Moxa device would be co-located with the 
Compact Janus PLC at the remote site. 

5. The Moxa is connected to the Compact Janus PLC using standard Ethernet.  They could be connected 
directly by a cable, or they could be part of the local network at the remote site. 

6. On the Compact Janus, a Modbus Slave (Server) configuration completes the communication between 
Moxa and Janus. 

 

1.3 Demo Project Files 

A zip file containing all the required configuration files is available on the CTI web site: 
 

• Kepware server and quick client project files 

• Moxa setup file 

• Janus Workbench (JSoft) project file 
 
 

1.4 Kepware Server Setup 

 

DNP_SCADA Property Editor: 
 

 
 



 

3 
 

 

 
 

 
 

 
 

 
 

 
 

 
 



 

4 
 

 

 
 

 
 

 
 
MOXA 1 Property Editor: 
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1.5 Kepware OPC Quick Client Setup 
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1.6 Moxa Setup 

The following series of screenshots show the setup and operation of the Moxa gateway. 
 

 
 



 

9 
 

 

 
 

 
 

 
 



 

10 
 

 

 
 

 
 

 
 



 

11 
 

 

 
 

 
 

 
 
 



 

12 
 

 

1.7 Janus PLC Setup 
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