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Wireshark Capture Instruétions

SUMMARY

If you experience network communications problems with
CTI products, we will often recommend getting a
Wireshark capture of the communications activity while
the problem is occurring. By analyzing the collected data,
we can often determine the cause of the problem.
Wireshark is a free software which records
communication data in real time, capturing it to a file for
later analysis.

Downloading Wireshark

Wireshark can be downloaded free from http://
www.wireshark.org.

Other Equipment

NOTE: If the existing switch setup includes port
mirroring capability that will allow capturing traffic
between the CTI Ethernet product and the network,
you may not need this. However, | recommend that
you have this available as a backup.

Besides your laptop and the Wireshark software, you will
need a managed Ethernet switch that that supports port
mirroring. If you don’t already have one, an inexpensive 5
port switch should be easy to find. You will need to
configure one of the switch ports as a mirror port, which
means that the switch will forward a copy of packets from
designated ports to the mirror port.

You will need to place the switch in between the network

®

and the CTI Ethernet port. In the illustration in Figure 1
on the following page, Port 1 is connected to the local
area network, port 2 is connected to the CTI Ethernet port
(CTI PLC is illustrated), and the laptop is connected to
port 3, which has been configured to mirror traffic from
ports 1 and 2.

Instead of a managed switch, you can also use the
Dualcomm 10/100/1000Base-T Gigabit Ethernet Network
TAP, which comes already configured for network
capture.
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Figure 1. Network Capture Setup

After starting Wireshark, you may need to specify the Capture Interface (your Ethernet Interface). Click on the Capture Options

to display the following window.

Ml Wireshark: Capture Options @I@“
Capture
‘Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MB] Capture Filter
~ Local Area Connection
¥l feB0cTI04 MG CE 968 Ethemet enabled  default 2
172.1874.10 =
A il v
| Capture on all interfaces Manage Interfaces
| Use promiscuous mode on all interfaces
Capture Filter:| | 3 Compile selected BPFs
Capture Files Display Options
File: Browse.. [#] Update list of packets in real time
B Itiple fil # format = :
Use muhiple files Use pap-ng 7 Automanically seroll during live capture
Next file every 1 ‘_ i‘.‘}ehllijﬂe:ﬂ 3
Mext file every 1 & [minute(s) - | ¥ Hide capture info dialog
Ring buffer with |2 = files Name Resolution
Stop capture after |1 = file(s) [ Resolve MAC addresses
Stop Capture Automatically After... A Jayer names
B 1 S [packet(s)
) = : ¥ Resolve transport-layer name
B 1 = |mebibyte(s) j
B 1 = [minutess) Z| [ Use gxtemal network name resolver
Heip Glose

This Capture Options dialog should
display your Ethernet interface. Make
sure that the “Capture on all interfaces”
and “Use Promiscuous Mode” boxes and
the “Update List of Packets in Real Time”
and “Automatically Scroll during Live
Capture” boxes are checked.

In the Capture Files area, click on the
Browse button to select a path and file
name used to store the capture data.
Captures over an extended period of time
(several hours) can result in large files,
which may be difficult to transfer and slow
to load. In this case you can check the
Use Multiple Files box, which will create a
new file when the specified condition is
reached. | usually find the file size to be
the best criteria and 10-15 MB to be a
reasonable size. If you are emailing files,
you may wish to determine the maximum
size file that can be emailed from the site
and us this value.
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After doing so, click on the start button. You should see the main capture window with packet information scrolling in the upper
section. If this is not happening, you will need to check your connections. If everything appears to be working, stop the capture.

-—‘ *Local Area Connection [Wireshark 1.10.3 (SVN Rev 53022 from /trunk-1.10)] E=RIE)
| Eile Edit View Go Capture Analyze Statistics Telephony Iools Internals Help |
oeoams X Aes02T2[EE QD @DB % B |

| Filter: BExpressioL Clear Apply Save

No. Delta Time Source Destination Protocol Length CumBytes Info =
57 0.011 0.011 ControlT_0Ff:85:47ControlT_0f:97 Ox873a 150 5548 Ethernet IT
58 0.054 0.054 172.18.74.30 172.18.74.41 TCP 60 5608 58089 > funkproxy [ACK] Seq=441 Ack=49 Win=32860 Len=0
59 0.000 0.000 172.18.71.62 239.0.32.10  uDpP 102 5710 Source port: 49699 Destination port: funkproxy
60 0.111 0.111 172.18.71.62 239.0.32.10 uppP 102 5812 Source port: 49699 Destination port: funkproxy
61 0.104 0.104 172.18.71.62 239.0.32.10  uop 102 5914 Source port: 49699 Destination port: funkproxy
62 0.109 0.109 172.18.71.62 239.0.32.10  uoP 102 6016 Source port: 49699 Destination port: funkproxy
63 0.104 0.104 172.18.71.62 239.0.32.10 upP 102 6118 Source port: 49699 Destination port: funkproxy
65 0.040 0.040 172.18.71.62 239.0.32.10 uDP 102 6444 Source port: 49699 Destination port: funkproxy |
66 0.001 0.001 199.184.177.3 172.18.74.10 TCP 60 6504 xmpp-client > 62259 [ACK] Seq=1 Ack=171 Win=2677 Len=0 =
67 0.062 0.062 199.184.177.3 172.18.74.10 TCP 139 6643 [TCP segment of a reassembled PDU] o
68 0.039 0.039 172.18.71.62 239.0.32.10 uopP 102 6745 Source port: 49699 Destination port: funkproxy -

] | 1 +

@ Frame 1: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface 0

@ Ethernet II, Src: ControlT_0f:95:e4 (00:20:25:0f:95:e4), Dst: IPvdmcast_00:20:0a (01:00:5e:00:20:0a)
= Internet Protocol version 4, Src: 172.18.71.62 (172.18.71.62), Dst: 239.0.32.10 (239.0.32.10)

® User Datagram Protocol, Src Port: 49699 (49699), Dst Port: funkproxy (1505)

@ Data (60 bytes)

01 00 5e 00 20 0a 00 20 25 Of 95 ed4 08 00 45 00 ..A. .. %.....E.
0010 00 58 2d 9b 00 00 01 11 B89 9f ac 12 47 3e ef 00 . X-..... .... S5 =
0020 20 Oa c2 23 05 el 00 44 25 le Sb 33 36 30 34 30 %. (36 e
0030 30 30 30 37 36 36 36 30 41 30 30 30 30 30 30 30 :m?sssn A0000000 "
004030 30 3030 30 30 30 3030 30 3030 30_30_30_30__0000D000_000N0A00
@ | File: “C:\Users\ceskew\AppData\Lo... | Packets: 68 - Displayed: 68 (100.0%... | Profile: Default i
Captures

In order to diagnose problems, we need an Ethernet capture taken while the problem is occurring. If the problem occurs only
occasionally, it may be required to run the capture for hours, or even days. By properly specifying the Capture Files setup, you
can allow automatic creation of new files on a periodic basis, or when the capture file reaches a certain size.
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